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Pursuant to the December 19, 2017 Administrative Law Judge Ruling Allowing Reply 

Comments, as modified by the E-mail Ruling of December 21, 2017, AT&T,1 the California 

Association of Competitive Telecommunications Companies, the California Cable and 

Telecommunications Association, CTIA,2 Charter Fiberlink CA-CCO, LLC (U 6878 C), 

Consolidated Communications of California Company (U 1015 C), Frontier Communications,3

Sprint,4 Time Warner Cable Information Services (California) LLC (U 6874 C), T-Mobile West 

LLC dba T-Mobile and Cellco Partnership (U 3001 C), the Small LECs,5 and MCI 

Communications Services, Inc. (U 5378 C) (collectively, “Communications Industry Coalition” 

or “CIC”) respond to the October 30, 2017 Comments of The Utility Reform Network 

(“TURN”) regarding the CIC’s proposed confidential matrix.6

I. INTRODUCTION 
The August 18, 2017 Assigned Commissioner Ruling (“ACR”), which directed the filing 

of confidential matrices, noted that “[t]he successful development of confidential matrices in this 

proceeding will depend on good-faith participation of parties.”7  The ACR further observed that 

“[s]ince the entities the Commission regulates are most familiar with their own data, they should 

1   “AT&T” refers to the following entities: Pacific Bell Telephone Company d/b/a AT&T 
California (U 1001 C); AT&T Corp. f/k/a AT&T Communications of California, Inc. (U 5002 C); 
Teleport Communications America, LLC f/k/a TCG San Francisco (U 5454 C); AT&T Mobility LLC 
(New Cingular Wireless PCS, LLC (U 3060 C); AT&T Mobility Wireless Operations Holdings, Inc. (U 
3021 C); Santa Barbara Cellular Systems Ltd. (U 3015 C); New Cingular Wireless PCS, LLC (U 3014 
C); Cricket Wireless LLC (U 4460 C); and Cricket Communications, Inc. (U 3076 C). 
2   CTIA – The Wireless Association® (“CTIA”). 
3  “Frontier Communications” refers to the following entities:  Citizens Telecommunications 
Company of California Inc. d/b/a Frontier Communications of California (U 1024 C), Frontier 
Communications of the Southwest Inc. (U 1026 C), and Frontier California Inc. (U 1002 C). 
4   “Sprint” refers to the following entities:  Sprint Telephony PCS, LLC (U 3064 C), Sprint 
Spectrum L.P. (U 3062 C), Nextel of California, Inc. (U 3066 C), Sprint Communications Company L.P. 
(U 5112 C) and Virgin Mobile USA, L.P. (U 4327 C) d/b/a Assurance Wireless. 
5  The Small LECs are the following companies, each of which is a rural telephone company 
serving rural and remote parts of California: Calaveras Telephone Company (U 1004 C), Cal-Ore 
Telephone Co. (U 1006 C), Ducor Telephone Company (U 1007 C), Happy Valley Telephone Company 
(U 1010 C), Hornitos Telephone Company (U 1011 C), Kerman Telephone Co. (U 1012 C), Foresthill 
Telephone Company (U 1009 C), The Ponderosa Telephone Co. (U 1014 C), Sierra Telephone Company, 
Inc. (U 1016 C), The Siskiyou Telephone Company (U 1017 C), Winterhaven Telephone Company (U 
1021 C), Volcano Telephone Company (U 1019 C), and Pinnacles Telephone Co. (U 1013 C).  
6  Opening Comments of the Utility Reform Network on the Phase 2A Draft Proposal, R.14-11-001 
(October 30, 2017) (“TURN Comments”). 
7  Assigned Commissioner’s Ruling Regarding Phase 2B: Development of Confidential Matrices, 
R. 14-1-001 (August 18, 2017), p. 2. 
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work with other parties to this proceeding on developing confidential matrices that are narrowly 

tailored to meet legitimate confidentiality needs . . . .”8  As explained in the CIC’s November 15, 

2017 Motion, the CIC invited all parties to join the meetings that the communications industry 

held to develop its proposed matrix.9 While non-industry stakeholders declined to participate  in 

the development of the CIC matrix, the matrix submitted to the Commission was the result of 

significant discussion and analysis amongst a wide spectrum of companies from all 

communications sectors.  The resulting product meets the criteria set forth in the ACR.  

TURN’s Comments evidence disagreement with the CIC’s analysis, arguing that some of 

“the types of information listed in the matrices are vague and overbroad and do not comply with 

the Commission’s requirements.”10  In response to these concerns, the CIC has reviewed its 

matrix and it can support some adjustments to the categories, information, and documents in the 

matrix.  The CIC, however, does not believe that all of TURN’s criticisms are well founded.  The 

CIC remains open to further discussions on these issues and believes that workshops designed to 

elicit an open, transparent, and analytical exchange amongst stakeholders are the best procedural 

vehicle to achieve a final set of matrices that are comprehensive and fair to all parties. 

In Attachment A hereto, the CIC provides specific responses to TURN’s arguments.  

Attachment A replicates the CIC matrix and TURN’s comments on each category, and provides 

the CIC’s corresponding reply.  Attachment A also includes some modifications and 

clarifications to the matrix reflecting the CIC’s further review in response to TURN’s claims.

II. THE CIC HAS MADE CERTAIN REASONABLE REFINEMENTS TO IT’S 
MATRIX IN RESPONSE TO TURN’S COMMENTS. 
As shown in Attachment A to these Reply Comments, the CIC agrees that modifications 

to certain aspects of its proposed matrix can be made to address TURN’s concerns.  For example, 

the CIC understands TURN’s view that its proposed Matrix Category 8 (Contracts) may have 

been too broad as originally presented.  The CIC believes it would be sufficient to seek 

confidential treatment for such documents on a more individualized basis.  Moreover, the CIC 

agrees with TURN that certain data, if it is provided in an aggregated fashion (and in a manner 

that renders “reverse engineering” of the data impossible), need not be categorically deemed 

8 Id.
9  Motion of Communications Industry Coalition for Leave to Submit Reply Comments to October 
30, 2017 Comments on Confidentiality Matrices, R. 14-11-001(November 15, 2017), p. 2. 
10  TURN Comments, p. 1.   
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confidential (e.g., customer information).  The specific resulting changes to the matrix are 

reflected in Attachment A.  The CIC believes that further dialogue among the parties via a 

workshop process could aid in narrowing any remaining differences.  

III. TURN’S GENERAL CRITICISMS OF THE CIC MATRIX ARE NOT WELL 
FOUNDED. 
In its critique of the CIC matrix, TURN suggests that the identified information is not 

sufficiently specific and that the items listed are not properly linked to legal authority.  TURN’s 

arguments are misplaced.  The CIC matrix identifies specific submissions or reports wherever 

possible, and the relevant legal authority pertaining to each category has been extensively 

sourced.11  In some cases, those specific documents are grouped into general categories with 

other documents that share common characteristics.  The CIC believes that this structure will 

assist the Commission in applying the matrix.   

When specific documents cannot be identified, the categories of information are 

nevertheless described in sufficient detail to allow the Commission to determine in advance that 

the identified items are confidential.  Especially in categories such as customer information, 

employee information, and critical infrastructure, it is important that the matrices cover 

information that might be submitted in different formats, but that is confidential based on its 

inherent characteristics.  For example, customer calling detail and employee health benefit 

information should be confidential regardless of the documents in which they may appear.  The 

matrices should accommodate both specific documents and specific categories of information 

that can be identified in sufficient detail.  The CIC matrix accomplishes this. 

TURN further expresses concern about the impact of the matrices in formal 

proceedings,12 but this concern is misplaced because Administrative Law Judges and Assigned 

Commissioners will have ample ability to address the scope of confidential treatment in formal 

proceedings.  To the extent that TURN is concerned that the matrix will block its access to 

information in a formal case, that concern also is unfounded, as the matrix serves no such 

purpose.  Indeed, D.17-09-023, adopting General Order (“G.O.”) 66-D, and Section 3.3 of the 

G.O. regarding formal proceedings make clear that the Section 3.2 procedures and the Section 

11  In the attachment to its comments, TURN offers an unduly narrow view of the balancing test 
under Government Code § 6255.  This argument is addressed in Attachment A hereto.  
12  TURN Comments, pp. 2-3.   
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3.4 matrix do not dictate the designation of confidential information filed by a party in a formal 

proceeding.13  Following the adoption of the matrices, TURN will be able to seek non-disclosure 

agreements or Protective Orders to obtain access to relevant and non-privileged information from 

other parties in Commission proceedings, just as it does today.

TURN also asks the Commission to impose expiration dates on the confidentiality of 

information,14 but this request is unnecessary and contrary to the structure of G.O. 66-D, which 

permits claims of confidentiality supported by appropriate matrix citations or declarations and 

legal authority to remain in effect until challenged.  The imposition of a fixed expiration date 

would also be improper because the date would vary depending on the nature of the document in 

question.  Some documents do not lose their confidentiality over time, while for others the need 

for ongoing confidential treatment may diminish.  TURN's proposal would create significant 

administrative burdens and be contrary to the Commission's intent to expedite the Commission's 

review of requests for confidential treatment.15

TURN’s proposal to modulate confidentiality standards based on some notion of the 

specific level of competition that the document submitter faces16 is similarly unworkable and 

unnecessary.  This practice would lead to arbitrary and prejudicial outcomes that could 

materially harm specific market participants and the market for communications services itself.  

All communications providers have actual or potential competitors, and it is the character of the 

information in question that should drive its treatment, not the relative success or failure of a 

company’s competitors.  The notion of providing favored confidentiality treatment to some 

market participants over others would be particularly destabilizing to competitive markets, would 

be discriminatory, would undermine privacy and legal protections for information, and would 

encourage abuse through the regulatory process. 

13  D.17-09-023 at p. 24; see also G.O. 66-D Section 3.3, which states in part: “The requirements of 
Section 3.2 of this GO do not apply in when a party in a formal proceeding files information in the 
docket.  To obtain confidential treatment of information to be filed in the docket of a formal proceeding, 
the information submitter must file a motion pursuant to Rule 11.4 of the Commission’s Rules, or comply 
with a process established by the Administrative Law Judge for that specific proceeding.” 
14  TURN Comments, p. 3.   
15  D.17-09-023, p. 6. 
16  TURN Comments, p. 2.   
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IV. WORKSHOPS WILL FACILITATE REFINEMENT OF THE MATRICES. 
 To date, stakeholders have engaged in a good faith effort to develop confidential 

matrices.  The development of the final matrices, however, is a challenging, detail-oriented, and 

industry-specific task that will require the continued involvement of all parties. 

 To that end, the CIC renews its request for industry-specific workshops so parties can 

work together to finalize a set of matrices for the Commission’s ultimate consideration.  It is 

critical that this step occur before the Commission prepares a Proposed Decision in this 

proceeding.  The CIC members are confident that the matrices can be refined to establish non-

controversial, predetermined categories of information that will be deemed confidential and not 

otherwise subject to disclosure.  The use of a matrix for each industry will of course not bar 

competitors or the public from submitting a Public Records Act request for such information 

under G.O. 66-D, but comprehensive matrices will ensure that absent some exigent 

circumstances, this type of information will be appropriately protected.  Thus, the staff, the 

public, and the various regulated entities will all be able to operate with a greater degree of 

certainty and guidance with respect to the submission of certain confidential information to the 

Commission. 

V. CONCLUSION. 

 The CIC has put significant analysis into its matrix and believes that the clarifications and 

responses provided in Attachment A will facilitate the Commission’s development of a 

comprehensive, appropriately-tailored, and understandable communications industry matrix that 

will assist the industry and the Commission alike.  The CIC respectfully suggests that a series of 

focused, industry-specific workshops based on the most recent versions of the proposed matrices, 

including the revised matrix in Attachment A, would be the most effective and transparent way 

of meeting the Commission’s goals for Phase 2B of this proceeding. 
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Respectfully submitted January 9, 2018, at San Francisco, California. 

 GOODIN, MACBRIDE, 
 SQUERI  & DAY, LLP 17

Jeanne B. Armstrong 
505 Sansome Street, Suite 900 
San Francisco, California  94111 
Telephone: (415) 392-7900 
Email:  jarmstrong@goodinmacbride.com 

By  /s/ Jeanne B. Armstrong
Jeanne B. Armstrong 

  Attorneys for CTIA®

3100/012/X196501.v1

17   In accordance with CPUC Rule 1.8(d), counsel for CTIA® is authorized to sign these comments 
on behalf of the members of the Communications Industry Coalition. 
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CIC Confidentiality Matrix 
R.14-11-001

1202312.1  1 

COMMUNICATIONS INDUSTRY CONFIDENTIALITY MATRIXi [WITH REVISIONS AND REPLIES TO TURN’S COMMENTS]

MATRIX
CATEGORY

LEGAL 
JUSTIFICATIONii

SPECIFIC  CONFIDENTIAL  
INFORMATIONiii

TURN COMMENTS CIC REPLY COMMENTS 

1. Personally
identifiable
information
of regulated 
entity
customers 
protected by
Cal. Gov’t 
Code  
§ 6254(c) and
confidential
subscriber
information 
protected by 
federal and 
state privacy 
laws.

Cal. Gov’t 
Code §
6254(c); Cal. 
Gov’t. Code § 
6254(k); 47
U.S.C. § 222(a); 
47
C.F.R. § 64.2001 
et
seq.; Cal. Pub. 
Util. Code §§ 
2891, 2891.1;
Cal. Civ. Code §
1798.85; Cal. 
Const. art. I, § 1 

• Customer contracts that include 
individually-identifiable subscriber 
information.
• Customer bills
• Customer lists
• Call detail
• Information about services purchased

o Caller ID Blocking Report
o California Teleconnect Fund (CTF) Claim 

Form
• Customer credit information
• Financial information of customers
• Customer demographic information
• Billing name, phone number, and address 

for non- published customers
• Social security number
• IP address
• Email address
• Customer Account Numbers

o D.15-06-048, Minimum Data Request
("MDR")iv (B)(2) Customer Account
Number by Customer Classification

• GO 107-B reports (Privacy of Telephone
Communications)
• Voluntary submission of data for State 

Broadband Mapping Program (to the extent 
the data identifies individual customers).

If the types of documents and data listed 
here reference specific accounts or 
information of individual customers, the 
parts of these documents that contain 
individual customer data should be 
confidential and protected from release to
the public or should be subject to a
nondisclosure agreement prior to release 
as a discovery response to a party to a 
proceeding.

However, aggregated data or redacted 
documents regarding customer contracts, 
bills, services purchased, credit reporting, 
and customer demographics would not 
qualify for protection under the 
referenced statutes and regulations and
should not receive presumptive 
confidential treatment. Moreover, G.O. 
107-B does not provide blanket 
confidential treatment of filed reports.
The G.O., at Section I.A., provides for
confidential treatment only “as to the 
details the disclosure of which, in the 
Commission’s opinion, would be adverse 
to the public interest.” Thus, redacted 
reports should be made available to the 
public.

The CIC agrees with TURN that aggregate data 
regarding customers that does not reveal 
individual customer information and which does 
not permit that information to be “reverse 
engineered” can be public.  The CIC therefore 
supports this clarification regarding the use of 
the matrix. 

TURN questions the confidential treatment of 
G.O. 107-B reports, but that concern is 
misplaced as to reports under G.O. 107-B, 
Section I(A).  As TURN concedes, the G.O. 
provides specifically that “[t]he reports will be 
labeled ‘confidential’ and will be so treated by 
the Commission as to the details the disclosure of 
which . . . would be adverse to the public 
interest.”  This paradigm exactly parallels the 
function of the matrix – the reports are  
confidential, unless the Commission orders 
otherwise, precisely as stated in the ACR (ACR 
at pp. 1-2).  As to reports filed under Section I(C) 
of the G.O. 107-B report, such information likely 
contains operational details that constitute  trade 
secrets, and therefore should be included in the 
confidentiality matrix (see legal basis and 
rationale under category 10, below).   



CIC Confidentiality Matrix 
R.14-11-001

1202312.1  2 

MATRIX
CATEGORY

LEGAL 
JUSTIFICATIONii

SPECIFIC  CONFIDENTIAL  
INFORMATIONiii

TURN COMMENTS CIC REPLY COMMENTS 

2. 
Investigation
s of regulated 
entities
covered by 
Gov’t. Code
§ 6254(f).

Cal. Gov’t 
Code § 6254(f)

Records of investigations and audits, 
including information submitted to the 
Commission in connection with an audit or
investigation.

The statute does not support a broad 
confidential designation of all “records” 
relating to both investigations and audits. 
The referenced statute applies to very 
specific work, described as, “Records of 
complaints to, or investigations conducted 
by [and]…any investigatory or security
files compiled by any other state or local 
agency for correction, law enforcement, or 
licensing purposes.” (emphasis added) 
This statute designates only specific types 
of investigatory records as confidential, 
and does not reference audits at all.

TURN’s comments distort the meaning of Gov’t 
Code § 6254(f) by incorrectly suggesting that the 
statute has limited application.”  In fact, the 
statute broadly applies to “any investigatory … 
files compiled by any … state … agency … for 
correction, law enforcement, or licensing 
purposes” or “any investigatory … files 
compiled by any … state or local police agency.”  
It has long been established that the 
Commission’s authority to regulate public 
utilities is pursuant to the State’s police power 
(see Motor Transit Co. v. Railroad Comm’n of 
the State of Cal., 189 Cal. 573, 581 (1922)) and 
much of the Commission’s work entails 
investigations or audits for the purposes of 
statutory and regulatory compliance (i.e.,
corrective or licensing purposes).  Records 
relating to those audits or investigations thus fall 
within the parameters of the statutory exemption.  
Consistent with this statutory interpretation, the 
Commission has found § 6254(f) to exempt an 
extensive array of records, including, for 
example, utility compliance reports stemming 
from investigations (see D.15-09-009, mimeo at 
20) and investigatory records of utility accident 
investigations (see Res. No. L-272 (1978)).   

Moreover, the inclusion of the term “audit” in 
the matrix enhances the clarity of the matrix and 
better aligns it with Commission practice 
because audits are a tool the Commission 
regularly uses to investigate the regulatory and 
statutory compliance of regulated entities.



CIC Confidentiality Matrix 
R.14-11-001

1202312.1  3 

MATRIX
CATEGORY

LEGAL 
JUSTIFICATIONii

SPECIFIC  CONFIDENTIAL  
INFORMATIONiii

TURN COMMENTS CIC REPLY COMMENTS 

3. 
Competitive
information 
covered by
Gov’t. Code  
§ 6255(a),
which is 
commonly
referred to as 
the “public 
interest
balancing 
test.”

Cal. Gov’t Code 
§ 6255(a) 

Competitive and market sensitive information 
that satisfies the CPRA balancing test is set 
forth in detail within several of the specific 
categories in this matrix, including in Matrix
Categories 4 (network information), 5 
(financial information), 6 (subscription and 
deployment information), 8 (contracts), 9
(strategic planning and marketing information), 
and 10 (proprietary operational data).v

The CIPs point the Commission to 
several other categories of data in this 
matrix that they argue would satisfy the 
balancing test and qualify for
confidential treatment. TURN 
comments on the treatment of those 
documents and data in other sections of 
the matrix.
However, in footnote 5 below, the CIPs 
appear to suggest that almost every 
document or data listed in this matrix could 
qualify for confidential treatment under the 
balancing test. This is exactly opposite of 
the instructions in the August Ruling to
avoid “overly broad claims of 
confidentiality or claims of confidentiality 
without a legal basis.”
Further, the CIPs misinterpret the balancing 
test to suggest it is intended to protect and 
benefit the companies that submit data to the 
Commission with less direct benefits to the 
public. This is not the case. The balancing 
test looks at factual criteria on a case by case 
basis to balance whether the public interests 
(not corporate interests) served by not 
disclosing the material “clearly outweighs” 
the public interests served by a disclosure. 
The CIP’s suggestion that the Commission 
should adopt a trickle down theory and find 
that what is good for the company is good 
for the public interest should be further 
scrutinized.

TURN mischaracterizes the CIC’s positions 
regarding the CPRA balancing test.  The CIC 
has not argued that the balancing test should be 
used to protect “corporate interests.”  Rather, the 
balancing test can – and should – be applied to 
avoid disclosure of market-sensitive documents 
that can harm the public by distorting markets 
for telecommunications or information services.  
This is not a “trickle down” theory of 
confidential treatment; it is one of the 
Commission’s core responsibilities -- to avoid 
skewing or destabilizing competitive markets.  
This important objective is memorialized in the 
energy procurement matrix developed in D.06-
06-066.  In both cases, it is the public that is 
ultimately harmed from improper disclosure of 
market-sensitive information. It is critical to the 
success of G.O. 66-D that the balancing test  be 
retained as a basis for identifying information 
that merits confidential status as the CPRA was 
not intended to specifically identify all types of 
confidential information or to otherwise 
categorically determine what type of information 
should be publicly disclosed.  While it is true 
that the balancing test is case-specific, the 
specificity included in this matrix reflects an 
appropriate level of  detail to designate these 
documents as confidential in advance.  Costly, 
individualized submissions as to documents that 
are clearly confidential and are often requested 
by and/or submitted to the Commission should 
not be required.  This is exactly the reason why 
the matrix is needed.  



CIC Confidentiality Matrix 
R.14-11-001

1202312.1  4 

MATRIX
CATEGORY

LEGAL 
JUSTIFICATIONii

SPECIFIC  CONFIDENTIAL  
INFORMATIONiii

TURN COMMENTS CIC REPLY COMMENTS 

4. 
Information
regarding the 
location of,
function of, 
and
relationship
between
network 
facilities,
including the 
identity of
critical 
infrastructure
protected by 
6 U.S.C.
Section 
133(a)(1)(E),
and 
information
covered by 
Gov’t. Code
§ 6254(e).

Cal. Gov’t. 
Code Section 
6254(k); 6
U.S.C. § 133; 
Cal. Gov’t Code 
§ 6254(e); 47 
C.F.R. § 4.2; 
D.16-08-024; GO 
133-D

• Rural Call Completion reports per I.14-05-012
• Supporting raw data files for quarterly GO 133-

D reports
• Outage reports

o NORS reports and those provided per 
GO 133-D and I.14-05-012.

o D.15-06-048, MDR (D)(5) Total Number 
of Outages With a Description and Root 
Cause

o Data supporting such reports
o Outage Information Included  in 481 

Reports 
• Network information in non-winning bid 

proposals to California agencies, cities or 
counties
• CASF Applications: current broadband 

infrastructure description, current broadband 
infrastructure shapefile, proposed broadband 
project location detail, proposed project 
location shapefile
• CASF challenge detail
• CASF first right of refusal detail
• Pole database information
• Switch and remote locations
• Headends and nodes locations
• Maps of utility infrastructure (e.g. shapefiles):

o Pole, conduit, and middle mile map data
o D.15-06-048, MDR (A)(6) Location of all 

Significant  Infrastructure 
o D.15-06-048, MDR (C)(4) Diagram of 

Fiber Ring Infrastructure that 
o Includes all Sites and Central Offices
o Voluntary submission of data for State

Broadband Mapping Program (to the 
extent the data identifies network 
information)

• Status of damaged infrastructure
• 911 information

The materials listed in almost all of these 
bullet points are impermissibly broad and do 
not qualify for protection under the cited 
statutes and regulations. Gov’t Code 
§6254(e) narrowly applies to specific types 
of data and “plant production data” that is 
obtained “in confidence from any person.”
Both Sections 6254 (e) and (k) appear to be 
circular in this context of categorical 
confidentiality. The statute assumes the 
relevant agency, in this case the
Commission, has properly received the data 
“in confidence” (subsection e) or has 
received data that is already exempted from 
disclosure pursuant to other federal and state 
law (subsection k). These statutes uphold, 
but do not bestow a confidential designation 
and should not be used to here to support
such sweeping proposals.
The description of the listed material 
must be narrowed.

First, it is highly unlikely that the 
entire document, or types of data 
described here, should qualify for 
confidential treatment. Instead, it 
should be made clear in the
matrix that most of the material 
listed here can be redacted, as 
now required by G.O. 66-D, Sec 
3.2, to protect a narrower set of
confidential data. For example, 
the descriptions of network 
information in non-winning 
government bids, CASF
applications, right-of-first-refusal,
and challenge detail, pole 
database information, and SED 
audit information should not be 
exempt from disclosure once the
specific details of individual
infrastructure and facilities are 
redacted.

As recognized explicitly by D.16-08-024 and by 
the inclusion of “critical infrastructure” in the 
ACR’s suggested confidential categories, it is 
important to public safety and network reliability 
that the specific locations, operations, and 
functionalities of utility infrastructure not be 
exposed to attack.  Maintaining the 
confidentiality  of this information is a core part 
of the Commission’s statutory responsibility and 
overall mission.  Against this backdrop, TURN’s 
arguments are particularly unfounded.  TURN 
argues that insufficient legal authority has been 
cited, but the CIC has cited applicable federal 
law designed to protect this type of information 
(6 U.S.C. § 133).  This protection must be 
incorporated through Gov. Code § 6254(k), 
which exists precisely to incorporate 
requirements of this sort.  TURN’s claims of 
overbreadth reflects a misunderstanding of how 
the matrices would be implemented.  The CIC is 
not suggesting that it would be relieved of the 
duty to specifically mark the relevant pages of 
these documents as confidential, only that the 
basis for preserving the confidential parts be 
deemed sufficient through its inclusion in the 
matrix.  TURN also appears to misunderstand the 
structure of the CIC matrix; the initial set of 
bullet-points is intended as a useful way to 
organize the sub-bullets.  
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MATRIX
CATEGORY

LEGAL 
JUSTIFICATIONii

SPECIFIC  CONFIDENTIAL  
INFORMATIONiii

TURN COMMENTS CIC REPLY COMMENTS 

o D.15-06-048, MDR D(10) Network
Diagram Showing 911 Trunks, 911 Tandem 
Switches, 911 Selective Routers, 911
Alternative Routing when Primary PSAP is
unavailable, 911 Points of Presence

o D.15-06-048, MDR (D)(11) Contact
Information for Organization to Maintain 
911 Database

• Backup power capabilities and plans
o D.15-06-048, MDR D(6) Copies of All 

Current Disaster Recovery and 
Evacuation Plans

o D.15-06-048, MDR (D)(13) Description 
of Emergency Equipment, Including 
Portable and Fixed Generators, Fuel 
Transport Tank, Portable Subscriber Loop 
Carriers, Portable Cabinets, and Satellite 
Equipment.

• Documents reflecting the path of 
signals in a company's network
SED infrastructure audits and 
related audit correspondence

Second, the level of granularity of 
the data will also determine 
whether it is appropriate to 
designate the document or data as 
confidential. For example, outage
reports, GO-133 data files, certain 
maps, 911 information and SED 
audits. In fact, many of the listed 
items should be disclosed to
support public safety policies 
including outage reporting, 911
information including the contact
information, status of damaged
infrastructure, and back up power
capabilities.
Moreover, GO-133 (and a review 
of filing instructions on the 
Commission’s website) only
provides confidentiality protections
for “Major Service Interruption” 
reports (Section 4(d)). The GO 
requires carriers to ensure GO-133 
reports filed with the Commission 
by local service companies are
open for public inspection (Section
1.4). The GO is silent on 
protection for “supporting raw data 
files.”

Third, the carriers have not provided
sufficient legal justification for the inclusion
of many of the MDR responses to be 
categorically considered confidential. This 
includes outage information, some high-
level data regarding infrastructure, disaster 
and emergency plans, backup power 
capabilities and plans. 

TURN’s specific arguments regarding the items 
in the matrix are also unavailing.  TURN 
suggests that the CIC is attempting to claim all 
G.O. 133 reports as confidential, but the matrix 
makes clear that it is only the “raw data files” 
that would be subject to that treatment through 
the matrix.  See, e.g. G.O. 66-D, § 3.4(d) 
(requiring raw data).  These granular submissions 
are highly confidential and could bear upon the 
specific status of utility infrastructure or contain 
personally identifiable information of regulated 
entity customers (See Category 1, above)..  
These data are properly confidential even if the 
overall results under the G.O.’s metrics are 
appropriately public.   Regarding CASF 
applications, pole databases, government bid 
information, and SED audit information, each of 
these documents could contain significant 
confidential information about critical 
infrastructure.  To the extent they include such 
data, it should be properly marked and 
recognized as protected through this matrix.  The 
Small LEC MDRs pose exactly the same 
concerns and are appropriate for protection for 
the same reasons.  These MDRs require the 
submission of extensive, highly-detailed maps 
and related information from which the premise 
locations of infrastructure could be determined.  
It would contravene the Commission’s 
responsibilities to utility customers and the 
public to make this information broadly available 
through the regulatory process. 
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MATRIX
CATEGORY

LEGAL 
JUSTIFICATIONii

SPECIFIC  CONFIDENTIAL  
INFORMATIONiii

TURN COMMENTS CIC REPLY COMMENTS 

5. 
F inancial 
information 
including 
but not 
limited to
revenues, 
expenses 
and
investments
.

Cal. Gov’t. 
Code §
6254(k); Cal. 
Ev. Code § 
1060; Cal.
Civ. Code § 
3426.1;
D.07-05-045; Cal. 
Gov’t. Code § 
6254(n)

• Revenue information or documents reflecting 
revenues.
o User Fee Statement for PUC Utilities

Reimbursement  Account 
o DIVCA annual revenue reports.
o D.15-06-048, MDR (B)(5) Five Years of 

Recorded and Proposed Test Year 
Revenues

Per Customer Class and Service
o D.15-06-048, MDR (E)(1) Most Recent 

Five Years Actual and Proposed Test Year 
Results of Operations, Including 
Revenues, Expenses, Rate Base, and 
Return Percentage

o Telephone Surcharge Reporting and
Payment Submittals (via TUFFS)

o Surcharge/User Fee audits and related 
audit communications

o California Teleconnect Fund (CTF) Claim
Form

o CTF Forecast
o Form 555 and 481 filings for California 

LifeLine providers
o Projected Claims for the LifeLine Program

(Annual Cost Projection Worksheet)
o Form 499-Q and 499-A from federal USF

program
o Information requested pursuant to Public

Utilities Code Section 275.6(e).
• Financial statements and information 

reflecting financials
o GO 104 Annual Operational and Financial

Information Report, including Items 10—
Balance Sheet, and 11—Income Statement
for non-publicly traded companies, and
ARMIS format reports for URF 
companies 

o CPCN information: financial statements 
and ability to finance, anticipated 
customer base, and costs of construction, 
estimated cost of construction or 
extension, estimated annual fixed and 
operating costs, economic feasibility 
(CPUC Rule 2.3) 

The CIPs cite to D.07-05-045 to support the
confidential designation of financial data. In 
that merger case, the Commission granted 
the companies confidential treatment of 
certain “non- public” financial information 
on narrow grounds. The Commission found 
that disclosure of the information would 
place the Applicants “at an extreme 
competitive disadvantage.” The
Commission rejected the companies’ request 
to keep the data confidential for a period of 
three years, and instead only granted 
protection for two years. TURN submits 
that the Commission has set a high bar for 
confidentiality protection requiring the
company to demonstrate “extreme” 
competitive disadvantage from release of 
this data, and placing strict time limits on the 
protections. The CIPs have not met that bar 
here.
For example, as discussed above, many of 
the listed documents should not be 
categorically exempt from disclosure. 
Instead, data regarding recent revenues or 
data that would enable the recipient to 
“reverse engineer” back to non-public
revenue data, should be redacted from these
documents/records making the documents
themselves available. TURN notes that GO 
104 regarding annual reports does not 
explicitly grant confidential designation, 
suggesting the Commission’s intent was to 
have much of the substance of these reports 
public and available.
The matrix also lists several types of data 
that are forecasts and “anticipated” revenue 
and customer counts. TURN does not agree 
that every forecasted or anticipated number 
should be treated as confidential 
information. The types of forecasted data 
that could qualify for blanket protections
should be further reviewed. 
The matrix also lists claim forms for public
purpose programs including Lifeline, CASF 
and CTF.  

TURN’s assertions that D.07-05-045 fails to 
support the confidential designation of financial 
data or creates a new (and higher) standard for a 
confidentiality designation of financial information 
is incorrect.  In D.07-05-045,  the Commission 
agreed with Applicants that the financial data they 
submitted was confidential and granted it 
confidential status.  Moreover, the decision did not 
set a new standard for a confidentiality designation.   
In that decision, the Commission simply accepted 
the Applicants’ justification in a formal proceeding 
for maintaining non-public financial data as 
confidential, i.e., that disclosure would place the 
Applicants “at an extreme competitive 
disadvantage.”  Nothing in that decision, however, 
created a new burden of proof for seeking 
confidentiality of financial data as TURN suggests.   

With regard to annual reports submitted pursuant to 
G,O. 104, TURN admits that “data regarding recent 
revenues or data that would enable the recipient to 
“reverse engineer” back to non-public revenue 
data” is confidential.    Although G.O. 104 does not 
explicitly grant confidentiality to such reports, it 
does not preclude parties from seeking a 
confidentiality designation under G.O. 66-
D.   Forecasted financial data is also clearly 
confidential because it could be used by 
competitors to strategically plan their own business 
plans in a targeted way based on information that 
would not otherwise be known unless it is 
publicized through the regulatory process.  This 
would facilitate unfair competition and skew 
competitive markets.
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MATRIX
CATEGORY

LEGAL 
JUSTIFICATIONii

SPECIFIC  CONFIDENTIAL  
INFORMATIONiii

TURN COMMENTS CIC REPLY COMMENTS 

o CASF Reimbursement Requests
o Transfer Application/Advice Letter 

financial statements
o D.15-06-048, MDR (A)(5) Audited

Financial Statements
• Financial projections (revenues, 

investments, expenses)
o Projected revenues for future periods
o Projected expenses for future periods
o Projected investments for future periods, 

including the location, timing, and purpose 
of such investments

o CASF Applications: proposed project
budget, economic life of assets to be 
funded, balance sheets, income 
statements, cash flow statements, pro 
forma financial forecasts

o CHCF-B Monthly Claims and 
supporting detail

o D.15-06-048, MDR (D)(2) Workpapers
Detailing Proposed Rate Design and 
Ability to Promote the Provision of 
Affordable Service

o D.15-06-048, MDR (B)(3) Five Years 
Recorded and Proposed Test Year 
Expenses Organized by Subcategory

o D.15-06-048, MDR (B)(4) Actual and 
Proposed Test Year Capital Spending

o Financial information in non-winning 
bid proposals to California agencies, 
cities or counties

• Tax information
o D.15-06-048, MDR (B)(6) Most Recent 

Five Years of California and Federal Tax
Filings

o Anticipated tax liabilities for future 
periods; and projected customer 
counts.

o Affiliate Transaction Information
o Annual Calendar Year Affiliate 

Transaction Report
o D.15-06-048, MDR (A)(4) Affiliate 

Transactions
• Ownership identities and percentages for 

privately- held companies

Here too, transparency is critical to ensure 
surcharge collection and public purpose 
program reimbursements are accurate. These 
forms should be available with only non-
public revenue data and forecasts redacted. 
The CIPs have listed several MDR responses 
here and in other parts of the matrix as 
categorically confidential. The Rate Case 
Plan decision itself does not specify whether 
MDR responses should be provided this 
protection. In fact, in electricity GRCs, 
most data produced as part of the Minimum
Data Requirements are not designated as
confidential. At this time, without further
discussion and background documents, 
TURN does not support many of the MDR 
responses receiving blanket protections. The 
legal citations provided by the CIPs do not 
specifically address financial information 
(or other information in this matrix)
produced as a result of an MDR. While 
TURN understands that several carriers 
submit much of their MDR responses as 
“confidential, “ we also understand that the 
Commission has not explicitly addressed 
this issue because the designations have not 
been challenged. 
In addition to the indiscriminate and 
unsupported listing of MDR material, 
TURN disagrees with the inclusion of the 
Surcharge/User fee audit and related 
communications as well as the suggestion
that the entire TUFFS submittal process 
should be exempt from disclosure. While 
these documents may be related to carrier 
intrastate revenues, it is also vitally 
important that these payment processes are 
transparent to ensure ratepayer surcharge
payments are properly transmitted and only 
narrow revenue reported data is redacted 
pursuant to new provisions in GO 66-D. 
As discussed above, G.O. 133 provides only
narrow confidential designations. TURN 
disagrees with the inclusion of GO 133-D 
service quality penalty calculations in this 
matrix.

With regard to the Form 481 Lifeline reports, the 
CIC agrees that only the NORS outage reporting 
information  should be identified in the 
confidentiality matrix (therefore, this report has 
been moved to Category 4, above).  Contrary to 
TURN’s suggestions, Telephone Surcharge 
Reporting and Payment Submittals (via TUFFS), 
Surcharge/User Fee audits and related audit 
communications, the California Teleconnect Fund 
(CTF) Claim Form and the listed CASF filings 
contain extensive financial or forecasted financial 
data that is not disclosed publicly,   contains highly 
confidential market share information, and is 
otherwise appropriate for protection as trade secrets 
and under the balancing test.  Keeping this 
information confidential does not inhibit the 
Commission’s ability to be transparent about the 
costs and benefits of these programs, as TURN 
suggests nor is there any legitimate justification for 
the public disclosure of such information.   

TURN criticizes as inappropriate the listing in the 
matrix of MDRs used in Small LEC ratemaking 
proceedings .  However, a close look at these 
MDRs reveals that they require the submission of 
extensive and granular financial information that 
derives independent value from not being known to 
competitors and which, if disclosed, could have a 
harmful effect on markets for telecommunications 
and information services.  These MDRs are regular, 
standing requests that require the submission of 
detailed revenue, expense, and capital forecasts, as 
well as confidential tax information.  (See MDRs 
D(4), B(3), B(4), B(6).) The affiliate transaction 
question can also reveal significant detail regarding 
expenses.  (See MDR A(4)).  
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MATRIX
CATEGORY

LEGAL 
JUSTIFICATIONii

SPECIFIC  CONFIDENTIAL  
INFORMATIONiii

TURN COMMENTS CIC REPLY COMMENTS 

Subscription 
and
deployment 
data;
customer 
counts 

Cal. Pub. Util. 
Code § 5960(c); 
I.15-11-007; D. 
08-07-007 

• Customer counts for specific services
o Current or past customer counts
o Projected customer counts
o D.15-06-048, MDR (B)(1) Number of
Access Lines by Service Type
o Reports filed pursuant to Resolution 

CSID- 003 (# of access lines)
o Number of 

customers/homes/specific services, 
past or present (GO 133-D
quarterly reports)

o GO 168 reports, including customer 
purchase and refund information

• Broadband Deployment Data
o Voluntary Submission of Data for 

State Broadband Mapping Program
o DIVCA deployment reports.
o Form 477 deployment data.
o D.15-06-048, MDR (F)(2)(C) List of 

Census Blocks with Broadband 
Availability

o D.15-06-048, MDR (F)(2)(D) Number of
Households in Each Census Block Having
Broadband Availability, Including Speed
Tiers

• Broadband Subscription Data
o D.15-06-048, MDR (F)(2)(B) Number of

Broadband Customers by Year, Customer
Classification, Speed Tier, and Pricing

o Form 477 subscription data
o D.15-06-048, MDR (F)(2)(E) Number of 

Households Subscribed in Each Census 
Block, Including Subscription Numbers by
Speed Tier 

• Network build-out plans
o Two-year network improvement plans in

annual Eligible Telecommunications 
Carrier ("ETC") filings. Res. T-17002, 
Appendix B.

o D.15-06-048, MDR (C)(3) Identification 
of All Proposed Plant Addition

o D.15-06-048, MDR (F)(3) Description 
of Investment in Broadband Facilities,

o ARMIS format reports 43-07 and 43-08.
• Video Deployment and Subscription Data

Reference to “past customer counts” is 
too broad and should be subject to an 
expiration date of no more than two 
years.
Reference to GO 168 DIVCA reports is 
only appropriate to the extent the report or 
records include individual customer data. 
Section 11 of GO 168 requires carriers to 
submit “summary” reports and does not 
specifically exempt these reports from 
public disclosure. For any reports or
records submitted to demonstrate 
compliance with GO 168 that contain 
individual customer information, that 
information should be redacted and the 
redacted report should be subject to
disclosure.
Under federal law, broadband availability,
subscription, and deployment data from the
carriers’ Form 477 are only subject to 
confidential protection when requested by 
the carrier. And aggregate data is readily 
available. For each of the bullet points 
listed under Broadband Deployment or
Subscription Data the carrier should have to
demonstrate that it has requested 
confidential treatment in other forums, 
including the FCC (47 CFR §43.11). The 
FCC posts broadband deployment data on 
its website, at varying levels of aggregation. 
This material should not be subject to broad 
claims of confidentiality. While 
subscription data, on the other hand, has 
been afforded more general protections 
from disclosure carriers must request 
confidential treatment. 
Pursuant to filing instructions posted on the 
CPUC website, reports filed pursuant to 
D.16-12-026 that include network access 
locations and locations of middle mile 
facilities and other broadband deployment 
and subscription data reports are not given 
blanket confidential treatment by staff but,
instead, the filer is directed to designate 
specific parts of the report as confidential.

TURN’s comments include suggestions that could 
narrow the items in this category, but do not 
justify elimination of the general categories from 
the matrix.  Subscription and deployment data, and 
customer counts, deserve confidential treatment as 
recognized by the Legislature and Commission 
(e.g., Pub Util. Code Sect. 5960(d)). Historical
information, well beyond two years, is indicative 
of information on future markets and disclosure 
could hurt the functioning of the competitive 
marketplace and, thus, the public interest. 
TURN criticizes the inclusion of G.O. 168 third-
party billing reports in the confidentiality matrix.  
As an initial matter, TURN refers to these reports 
as being part of DIVCA, but they have no bearing 
on DIVCA.  TURN is also substantively incorrect 
to seek exclusion of these reports.  The third-party 
billing reports under Part 4 of G.O. 168 require the 
submission of highly-confidential carrier-specific 
data regarding monthly customer purchases and 
refunds.  These data do not need to contain 
individual customer data to be confidential; they 
are confidential because the information about 
specifically how many purchases and refunds are 
occurring, the revenues generated by these 
transactions, and the arrangements with third party 
service providers is a trade secret to the reporting 
Billing Telephone Corporation and would harm 
the competitive market if it were forced to be 
public through the regulatory process. 
Similarly, for Form 477 data, aggregate data could 
be provided on a public basis but all specific 
deployment and subscription data should be 
treated as presumptively confidential.  TURN’s 
comments regarding the need to demonstrate that 
the carrier has requested confidential treatment in 
other forums are misplaced; this information is 
confidential because of its characteristics, not 
because it was treated as such elsewhere. 
Nevertheless, where requested, this information is 
treated as confidential by the FCC.
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MATRIX
CATEGORY

LEGAL 
JUSTIFICATIONii

SPECIFIC  CONFIDENTIAL  
INFORMATIONiii

TURN COMMENTS CIC REPLY COMMENTS 

7. Sensitive 
employee
data 
including
personnel, 
medical, or
similar files, 
the
disclosure 
of which
would 
constitute 
an invasion 
of personal
privacy.

Cal. Gov’t. Code 
§ 6254(k); Cal. 
Gov’t. Code § 
6254(c); Cal.
Const. art. I, § 1; 
Britt v. Sup. Ct. 
(1978) 20
Cal. 3d 844, 852-
64;
Alch v. Sup. Ct. 
(2008) 165 Cal. 
App. 4th 1412

• SSNs
• Health care information
• Disability information
• Employee-specific benefit information
• Personal address, phone number, email, IP 

address
• Employee  Compensation 
o Names of employees whose compensation 

is identified in GO 77-M reports
o Compensation for employees not covered 

by GO 77 reports
o D.15-06-048, MDR (B)(7) Five Years 

of Recorded and Proposed Test Year 
Total Compensation by Employee and 
Job Title

o D.15-06-048, MDR (B)(8) Description 
of Method(s) for Setting Compensation 
for all Employee Positions

DIVCA Diversity Reports. (GO 169, Section
VIII(F)). 

Data specific to an individual employee, 
such as SSNs, benefit information, 
disability information, “directory” 
information and compensation, are properly 
categorized as confidential. However,
names and titles of employees are not 
generally treated as confidential and the 
MDR related to the methods for setting 
compensation for generic employee 
positions also should not be confidential.

TURN notes that GO-77M does not 
provide for a blanket protection of 
confidentiality for the reports or for 
“employees” and the Commission’s 
intent is to release the names and salary 
levels to ensure transparency. However, 
utilities post GO-77M reports with many 
(but not all) of the employee, executive 
and office names redacted. The rules and 
Commission practice regarding these 
reports should be clarified before these 
reports are included in this matrix. 

TURN’s concern about G.O. 77 reports is 
misplaced because the CIC matrix is already 
consistent with the disclosure obligations of that 
G.O.  For employees whose compensation is 
below the reporting threshold (currently $125,000 
for large utilities and $85,000 for smaller 
utilities), there is no requirement that this 
information be public, and for employees whose 
compensation is above the threshold, the 
Commission already permits redaction of names – 
but not titles.  The CIC approach mirrors the 
Commission’s current practice. 

The MDR involving information about methods 
of setting compensation is confidential for the 
same reason that the compensation information 
itself is confidential – to the extent that the answer 
reveals information about specific employees, it 
should be confidential. 

8. Contracts 
and
agreements 
between or
among utilities,
affiliates, 
vendors and/or 
third parties

Cal. Gov’t. Code 
§ 6254(k); Cal. 
Civ. Code § 
3426.1

As a generalization, parties to such contracts 
agree that the terms are confidential, and 
most contracts contain express provisions to 
that effect. Therefore, contracts or 
agreements that are not public under state or 
federal law (such as interconnection 
agreements or traffic exchange agreements
between regulated utilities and other parties 
(including utility affiliates)) should 
presumptively be considered confidential. 

Specifically enumerating presumptively 
confidential contracts in this matrix, for all 
communications companies, would create an 
unusably lengthy list, and is simply not
realistic.

The CIPs have defined and described 
material in this category too broadly. 
TURN agrees that it would be 
unreasonable to list every single contract
entered into “among utilities, vendors, 
and/or third parties.” But this challenge 
therefore suggests that the CIPs have made 
this category too broad and that these 
contracts should not be given presumptive 
confidential treatment. Here again,
contracts can be redacted so that price and
sensitive terms and conditions, to the extent 
they qualify for trade secret protection or 
are designated as confidential under other 
regulations and laws, can remain 
confidential and not subject to public 
disclosure if appropriate under the statute. 
But the balance of the document should be
public pursuant to GO 66-D, Section 3.2

As explained in its Reply Comments, the CIC 
agrees that it is appropriate to eliminate Matrix 
Category 8.  
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MATRIX
CATEGORY

LEGAL 
JUSTIFICATIONii

SPECIFIC  CONFIDENTIAL  
INFORMATIONiii

TURN COMMENTS CIC REPLY COMMENTS 

9. Strategic
marketing/pla
nning
information

Cal. Gov’t. 
Code §§
6254(k), 
6255; Cal.
Civ. Code § 
3426.1; Cal. 
Evid. Code § 
1060.

• Strategic business plans
o D.15-06-048, MDR (A)(3) Strategic

Business Plan
o D.15-06-048, MDR (A)(7) Director 

Meeting Agendas and Minutes
• Detailed marketing plans

o Marketing plans regarding specific 
services

o Marketing plans targeting 
specific geographic areas

o Marketing plans targeting specific 
consumer characteristics or 
demographics

Customer survey information conducted by a 
carrier or another commercial entity and held as 
proprietary.

The CIPs have not provided sufficient legal
justification to demonstrate that any of these
documents should be given categorical 
confidential treatment. Gov’t Code § 
6254(k) only references material protected 
under other state or federal laws, which the 
CIPs do not provide. §6255 is the balancing 
test and the CIPs do not demonstrate how
the public interest is harmed by the 
disclosure. This is especially the case for 
the overly broad category of “customer 
survey information.”

The materials in this category are highly 
confidential as they directly relate to proprietary, 
competitive operations of individual companies.  
Such information has substantial economic value 
and is guarded by the carriers from public 
disclosure.  Therefore, these materials are trade 
secrets under California Civil Code Section 
3426.1 and California Evidence Code 1060. 
Further, under the balancing test of § 6255, the 
public interest would be harmed by the 
disclosure of such material into the competitive 
market with resulting harm to the overall 
functioning of the competitive market in 
addition to the obvious private harm to the 
competitor whose proprietary information was 
disclosed.  By contrast, there is no legitimate 
value to the public from disclosure of this 
information.  

With regard to the sub-category of customer 
survey information, this could be limited to 
surveys conducted by the carrier or other 
commercial entities and held as proprietary.  As 
limited, such information similarly should be 
protected as trade secrets and under the 
balancing test. 
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CATEGORY

LEGAL 
JUSTIFICATIONii

SPECIFIC  CONFIDENTIAL  
INFORMATIONiii

TURN COMMENTS CIC REPLY COMMENTS 

10. 
Proprietary
technical, 
operational,
or
engineering
information

Cal. Gov’t. 
Code §
6254(k); Cal. 
Civ. Code § 
3426.1; Cal.
Evid. Code § 
1060 

• Employee-specific scripts, instructions 
and training materials

• SED infrastructure audits and related 
correspondence, to the extent it includes 
proprietary operation information

• Customer service operations
o D.15-06-048, MDR (D)(3) Customer 

Complaints
• Methods for addressing network failures
• Commercial agreements with binding 

confidentiality and or non-disclsoure clauses
•
• Emergency plans, including plans for 

response to natural disasters
• Network design and engineering practices, 

including maintenance and inspection 
programs

• Continuing Property Records
o D.15-06-048, MDR (C)(2) Type, 

Length, and Installation Date for Each 
Section of Line

• Procedures for response to emergency or 
outage situations

• GO 152 Reports (Private Line Alarm 
System reports)

• CLEC/Performance Measures reports
• CLEC Credit and Collections/Termination 

Reports
• GO 133-D quarterly report and supporting 

raw data files
• Reports submitted under California Public 

Utilities Code Section 7912, sub-sections 
(a) and (e).

• GO 168 reports, including bill blocking 
information and suspension/termination 
reports

Here, again, the CIPs do not indicate 
which federal and state laws preempt 
disclosure of this material pursuant to 
§6254(k). Moreover, TURN questions 
the inclusion of these elements as trade 
secrets pursuant to Civ. Code
§3426.1:

SED audit information
Emergency plans
Property Records including the 
listed MDR
Procedures for response to 
emergency or outage situations
GO 152 Reports
CLEC credit and collections reports
Pub. Util. Code §7912 reports 
(excluding customers served and 
capital investment
GO168 Reports

Other listed types of information 
are overly broad including 
“employee specific” scripts, 
instructions and training, and the 
entire SEC audit.

Contrary to TURN’s arguments, the legal basis 
for these items is clearly stated in the matrix:  
Cal. Gov’t. Code § 6254(k), Cal. Civ. Code § 
3426.1, and Cal. Evid. Code § 1060.   
TURN questions whether emergency training 
and planning documents, G.O. 152 reports, and 
third-party billing reports are trade secrets, but 
this information is the product of companies’ 
experience, effort, analysis, and investment, and 
it confers substantial value on companies from 
not being known to the general public.  These 
are the characteristics of a trade secret. 
TURN expresses concerns about the inclusion of 
infrastructure audit materials in this category.  
The CIC agrees such materials would not be 
appropriate for categorical protection.  Rather, 
they should be confidential to the extent this 
information contains proprietary operational or 
competitive information, as specifically stated in 
the CIC matrix.  For example, CLEC audit and 
collection reports include the number and types 
of wholesale lines that CLECs order from ILECs 
and that may be disconnected, which is 
proprietary to CLECs because it reveals the 
number and type of customers they have.  
Through its approval of interconnection 
agreements with confidentiality clauses as to this 
information, the Commission has already 
recognized that it is confidential. 
Regarding Section 7912 reports, TURN concedes 
that data under subsections (a)(1) and (a)(5) of the 
statute (pertaining to customers and capital 
investments) are proper for inclusion in the 
matrix.  The CIC notes that TURN referred to the 
old numbering of the statute, which was modified 
in 2016.  The correct subsections containing this 
information are (a) and (e).  The CIC has 
reviewed this statute and its interpretation in 
Commission decisions and agrees that it is 
appropriate to limit the sub-sections for inclusion 
in the matrix to (a) and (e).  To the extent that 
carriers wish to seek confidential treatment for the 
information in the other sub-sections, they can 
make an individualized showing under G.O. 66-D, 
Section 3.2.
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i All items listed as specific confidential information include responses to discovery of such information.
ii See Notice of Communications Industry Coalition Identifying Matrix Categories (filed September 22, 2017) for comprehensive rationales for each matrix category.
iii The specific confidential information in each category of the matrix is organized by the type of information to be protected, with specific examples of the records reflecting that 
information in sub-bullets. The sub-bullets are not intended to be an exhaustive list of records that could include this information, and all records including the information should 
be protected as confidential if they fall within the type of information listed herein. 
iv A Minimum Data Request is a standard data request issued by ORA in small telephone company rate cases, in advance of the filing of the Application and subsequent initiation of 
the general rate case proceeding, and in accordance with D.15-06-048.
v The CIC has retained this category because it was included in the ACR that initiated the development of the matrices. However, the CIC regards the CPRA balancing test as a 
justification for confidential treatment rather than a discrete category of confidential information. Many, if not all, of the documents in this matrix are protected under the balancing 
test because their release would materially harm important public interests, including but not limited to the harm to competitive markets and consumer interests that would result if 
confidential, market sensitive information were publicly released. The categories of documents that can be reasonably determined in advance to be protected under the balancing 
test are reflected in the conceptual categories in this matrix.


